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Overview
Maintaining the security of your data is a top priority at FreeDrop, and we are committed to respecting your
privacy rights; handling your data fairly and legally at all times; and being transparent about what data we
collect about you and how we use it. This Privacy Policy was prepared to enhance your understanding as to
what personal data we collect and how we use it; how we ensure your privacy as well as your legal rights
pertaining to your personal data when you access or use our website – freedrop.me – through your computer
or mobile devices (e.g. smart phones or tablets).

Definition of Personal Data subject to this Privacy Policy
There are two types of personal data subject to this Privacy Policy: personal data that you voluntary submit and
personal data that is automatically collected by your access and usage of our website or products and services.

Voluntarily Provided Personal Data
This type of personal data will be collected through activities including but not limited to your registration for
setting up your online account, registration for your participation in airdrop campaigns posted on FreeDrop or
subscription for our newsletter on our website, and it may include the following items:









Your first and last name.
Your email address.
Your phone number.
Your ID (or username) and Password to access your online account.
Your e-Wallet address.
Your social media accounts IDs including but not limited to telegram and twitter.
Your correspondence and communications with us through email or the ‘Contact’ section on our
website.
Other publicly available personal data such as any information you might have publicly shared
through your social media accounts on Twitter or Facebook or else.

This list is not exhaustive and, in specific instances, we may need to collect additional data for the purposes set
out in this Privacy Policy. By submitting your personal data to us, you agree to our collection, storage, usage
and disclosure of your personal data according to this Privacy Policy. Also our website is not intended for
children and we do not knowingly collect personal data relating to children.

Automatically Collected Personal Data
While you access or use our website, we automatically collect personal data from your computer or mobile
devices. The list of personal data includes but is not limited to the following items:




Cookies: Our website uses cookies to collect personal data. Cookies are small data files which are
placed on your computer or other mobile devices as you browse our website. They are used to
‘remember’ when your computer or mobile devices accesses our websites and collect data such as
your IP address, your web browser used to access our website, pages visited and the time spent on
them, links clicked and your device identifiers. We do not use cookies to collect or record information
on your name, address or other contact details. You may opt out by turning off cookies, but this may
restrict your use of our website. For how to turn off cookies, refer to the help menu on your web
browser.
Web Beacons: Web Beacons are graphic images placed on our website or in an email and used to



monitor the user’s behavior browsing our website or sending an email.
Server Log: We collect your server log data when you access and use our website including but not
limited to your login date and time, pages viewed and time spent, your IP address or the website(s)
you visit before or after visiting our website.

Use of Personal Data
We will use your personal data:

to process your receiving of airdrop campaign tokens

to operate, maintain, and improve our website for the users.

to manage and maintain your registered online account.

to verify your identity.

to provide you with information you have requested or might find interesting.

to address your questions, inquiries or complaints, or disputes.

to be in compliance with any applicable laws, rules or regulations including but not limited to
investigation or prosecution by law enforcement agencies.

to determine the user preference or usefulness of contents posted on our website or analyze and
monitor trends, usages, behaviors and activities related to our website in order to better understand
the users’ needs and improve our website accordingly.

to send you our newsletter, technical notices and support or any other required notifications.

to detect, prevent or report crimes, frauds, anti-social behaviors or any other unauthorized or illegal
activities.

to protect the rights and property of FreeDrop, its directors, associates, employees, advisors,
partners, subsidiaries, affiliates and any other persons or entities acting on behalf of FreeDrop in the
event that we have sufficient conviction that you are in breach of our Terms & Conditions.

to contact you electronically about marketing promotions or advertisements only with your
expressed consent which may include but not be limited to information about FreeDrop, products
and services. You have the right to withdraw your consent at any time by simply clicking the
‘unsubscribe’ link in the email and we will cease to process your personal data after your consent is
withdrawn.

to deal with any legal claims or regulatory enforcement actions taken against FreeDrop.

to share it with our future subsidiaries or affiliates or other companies under common control or
ownership with FreeDrop or our global offices.

to share your wallet address with the airdrop campaign organizer to process airdrop token
distribution to your wallet.

to share it on need basis with third parties or service providers performing tasks or projects for
FreeDrop.

Protection of Personal Data
We take serious consideration to protect the security of personal data transmitted to our website. However,
considering that no computer security system is perfect and the internet is by no means a secured method to
transmit data, we are not liable for the personal data you submit or receive from us through the internet or for
any unauthorized access or use of that data and we cannot and do not guarantee that data sent by you to us
or sent to you by us will be received or that it will not be altered before or after its transmission to us. You
hereby acknowledge and agree that we including but not limited to our present and future directors,
associates, employees, partners, advisors, contractors, service providers, counsels, suppliers, vendors,
subsidiaries, affiliates and any other persons or entities working on behalf of FreeDrop are not liable for any
loss or damage that may incur as a direct or indirect result of any misappropriation, interference, interception,
deletion, alteration, destruction or use of personal data transmitted to us through our website.
We will protect your personal data by:

encrypting your personal data.

implementing security controls which protect the entire FreeDrop Platform from external attacks and
unauthorized accesses.






performing regular cyber security assessments of third parties or service providers with whom we
have shared your personal data.
executing regular scenario planning and crisis management exercises to ensure we are ready to
respond to cyber security attacks and data security incidents.
performing daily penetration testing of systems.
implementing internal policies setting out our data security approach and training for employees.

You shall protect your personal data by:









always logging out and closing the website browser when you complete an online session using a
computing device in a public location.
keeping your account information such as username or password private.
creating a password that is hard to guess. We are not recommending any password method, but
usually a password consisting of at least 8 characters with a combination of letters, numbers, special
characters, and upper/lower cases is best. We discourage you from using dictionary words, your
name, email address, date of birth or other personal data that can be easily obtained. We also
recommend that you frequently change your password.
avoiding recycling the same password for multiple online accounts.
checking your social media accounts’ Privacy Policy to obtain information of their data collection and
processing practices as our website offers social media links and the use of such links may enable the
sharing of your personal data with your contacts or the public depending on the personal settings
you defined at your social media channels.
checking the Privacy Policy of any website(s) that may be linked from our website as this Privacy
Policy will not apply to your access to and use of these website(s). These website(s) may collect your
personal data through cookies or other tracking technologies and we do not have any control over
these website(s) and their Private Policies, and thus hold no responsibility for any personal data
submitted to or collected by them.

Your Rights
You have the right to:

inquire what personal data we hold about you at any time. This request may incur cost by the
applicable law.

require us to update and correct any out-of-date or incorrect personal data we hold about you free of
charge.

opt out of any marketing communications that we may send you (please refer to the Use of Personal
Data section set out in this Privacy Policy).

If you wish to exercise any of the above rights, please contact us using the contact information set
out below.

Data Retention Period
We will not retain your data for longer than necessary for the purposes set out in this Privacy Policy. Different
retention periods may apply for different types of data, however the longest we will normally hold any
personal data is 5 years.

Policy Modification
We reserve the sole right and discretion to modify this Privacy Policy at any time without notifying you or
explaining the reason for such modification. We will make our best effort to publish the latest version of this
Privacy Policy on our website timely but it is your responsibility to notice any modifications made to this
Privacy Policy by monitoring for any version updates periodically. Your continued usage of our website forms
your acknowledgement and consent that you are bound by any modifications applied to this Privacy Policy. If
you do not agree to any or all of the modifications applied to this Privacy Policy, you shall not use our website.

Contact Information
If you have any questions about how FreeDrop collects and uses your personal data that are not addressed
here, or if you want to exercise your rights regarding your personal data, please send us an email at:
contactus@freedrop.me

